OFFENSIVE SEURITY INTELLIGENCE PLATFORM

CovertThreat is your first line of cyber intelligence — continuously identifying external exposures, validating exploitable attack paths,
and prioritizing remediation before threats reach your internal defenses. Your XDR and SOC protect what's inside; CovertThreat helps

ensure attackers are LESS LIKELY to get there.

ORGANIZATIONS COMMONLY PURCHASE THE RESULT

16+ security subscriptions o  Alert fatigue

16 separate dashboards e  Duplicate findings

16 logins e  Manual compliance mapping
16 billing cycles o Siloed data

COVERT THREAT PROVIDES

One platform

One pane of glass

One remediation workflow
One executive dashboard

Higher operational cost

ENTERPRISE REPLACEMENT VALUE

Replaces 16+ cybersecurity subscriptions

Eliminates 16 dashboards

Eliminates 16 billing cycles

Consolidates 16 vendors into one platform

Typical replacement value: $400,000-$1.4M ANNUALLY

"We reduced seven security vendors into one operational platform." - Director of Cyber (Energy — Electric,Oil,Gas)
"Our security team finally had one dashboard." — VP of IT (Credit Union)
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External/Internal vulnerability Scanners Replaced (/]
Web Application & API Scanners Replaced V]
Mobile app Security Analyzers Replaced (v]
Source code & Secrets scanners (SAST) Replaced V]
Cloud security posture tools (CSPM) Replaced (/]
Dark web monitoring services Replaced V]
Breach & credential exposure monitoring Replaced o
Certificates & Typosquat Monitoring Replace d (/]
Supply chain & SBOM analysis tools Replaced V]
OT/ICS industrial security scanners Replaced V]
Firewall audit tools Replaced o
Attack path simulation tools Replaced V]
Al/LLM security testing tools Replaced (/]
Al Penetration Testing Replaced V]
Ransomware simulation tools Replaced V]
Incident response tabletop exercise platforms  Replaced V]
Compliance mapping & posture tools Replaced (/]
Digital forensics log analysis tools Replaced ]
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COVERT THREAT

CovertThreat integrates proven open-source and commercial security technologies into a unified offensive security
intelligence platform, eliminating the operational complexity of managing numerous disconnected security products.

TRADITIONAL APPROACH COVERT THREAT
16+ subscriptions One Platform
$400k—S$1.4M annual licensing Fraction of the cost
Multiple vendors One vendor
Multiple dashboards One dashboard
Manual correlation Automated
Separate reporting Unified reporting

Realistic Estimate for Marketplace coverage WITHOUT CovertThreat SaaS Platform
1000 IP/Hosts

Capability Realistic Annual Cost Monthly Equivalent
Vulnerability Scanning $22,000 + $1,800 +
External Attack Surface $30,000 + $2,500 +

Web App Scanning (DAST) $15,000 + $1,200 +
Static Code (SAST) $40,000 + $3,300 +
Mobile App Security $15,000 + $1,200 +
OT/ICS Industrial Scanning $20,000 + $1,700 +
Firewall Audits $10,000 + $800 +

Cloud Security Posture (CSPM) $35,000 + $2,900 +
SBOM Generation/Supply Chain $12,000 + $1,000 +
Vulnerability Management $20,000 + $1,700 +
Compliance Automation/Mapping $18,000 + $1,500 +
Dark Web Monitoring $18,000 + $1,500 +
Typosquat Monitoring $6,000 + $500 +
Certificate Monitoring $3,000 + $250 +
Attack Path Simulation/Exposure $75,000 + $6,200 +
Digital Forensics Platform $30,000 + $2,500 +

Al Remediation Planning $20,000 + $1,700 +
Table Top Exercise Platform $12,000 + $1,000 +
Ransomware Simulation $30,000 + $2,500 +

Al Penetration Testing $45,000 + $3,750 +

Total Spend for Enterprises WITHOUT CovertThreat SaaS Platform

Environment Annual Spend
Small Enterprise $400,000 /YEAR
Mid Enterprise $500,000 — $750,000 /YEAR
Large Enterprise $800,000 - $1,400,000 /YEAR

***Fstimated enterprise licensing costs based on publicly available marketplace pricing, reseller pricing, vendor pricing guides and
enterprise procurement data. Actual pricing varies by negotiated contract, environment size, and licensing model. ***
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COVERT THREAT

COVERT THREAT SaaS PLATFORM TIERS

FEATURES STARTER PROFESSIONAL ENTERPRISE
Vulnerability Management Q Q Q
SCANS
Vulnerability Scanning External Internal External Internal External Internal
External Attack Surface Q - o - Q -
Network Vulnerability Scan Q o Q O Q Q
Web App/API (DAST) (V] (V] V) (V] (/]
Mobile App Static Analysis Q o 0 Q o
Code/SAST + Secrets O Q Q O 0
Cloud/Container (CSPM) Q Q o Q
Supply Chain/SBOM Q Q Q o
OT/ICS Industrial Scan Q Q Q Q
Al/LLM Security Scan Q Q
Git Secret Scan - - O - Q
System Hardening Audit - o - O - Q
Credential Hygiene Audit - - Q - Q
INTELLIGENCE
Dark Web & Breach Monitor - Q o
Typosquat & Certificate Monitor - Q Q
Attack Path Simulation - Add-On V]
Digital Forensics Platform - Add-On V]
PENETRATION TESTING
Al Penetration Testing - Add-On V]
COMPLIANCE
Compliance Posture/Mapping Q Q Q
Firewall Audits Q 0 o
Remediation Planning Q Q Q
Table Top Exercise Platform Add-On Add-On v
Ransomware Simulation Add-On Add-On Add-On
DATA
Reporting Q Q Q
Import Scans Q Q Q
DOCUMENTS & POLICIES
Document Center (v} (v V]
Policy Library Q Q
Policy Templates Q Q
ADDITIONAL FEATURES
Jira Integration (v (/]
ServiceNow Integration v
SSO (Okta/Entra/Onelogin) o
Webhooks (Slack/Teams/P.Duty) o 0 o
ZenDesk/AzureDevOps Q o
Multi-Tenant o
White Label V]
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COVERT THREAT

COVERT THREAT SaaS PLATFORM VENDOR COMPARISON

FEATURES COVERTTHREAT Saa$ | EXTERNAL VENDORS FuLt @ PARTIAL
Vulnerability Management o Q Tenable/Qualys/Rapid7
SCANS
Vulnerability Scanning External Internal External Internal
External Attack Surface Q - Q - Tenable/Qualys/Rapid7/Xpanse
Network Vulnerability Scan Q Q Q Q Tenable/Qualys/Rapid7
Web App/API (DAST) Q Q Q Q Tenable/Qualys/Rapid7/Veracode
Mobile App Static Analysis (/] v v NowSecure/Appknox/Checkmarx
Code/SAST + Secrets Q O O Checkmarx/Snyk/BlackDuck
Cloud/Container (CSPM) (/] V) /) Wiz/Prisma/Qualys/Tenable
Supply Chain/SBOM Q Q Q BlackDuck/Snyk/Checkmarx
OT/ICS Industrial Scan (/] V) V) Tenable OT/Claroty/Nozomi
Al/LLM Security Scan o o o o Qualys TotalAl/Rapid7/Prisma
Git Secret Scan - O - o GitGuardian/Checkmarx/Snyk
System Hardening Audit - V] - V) Tenable/Qualys/Rapid7
Credential Hygiene Audit o Q Q Tenable ID/Specops/Pentera
INTELLIGENCE
Dark Web & Breach Monitor Q Recorded Future/Flare
Typosquat & Certificates Q Recorded Future/Flare
Attack Path Simulation Q XM Cyber/Pentera/SafeBreach
Digital Forensics Platform Q Exterro FTK/Magnet Forensics
G

ENETRATION TESTIN

Al Penetration Testing

Horizo3.ai/Pentera/XBOW

COMPLIANCE
Compliance Mapping Qualys/Tenable/Rapid7/Hyperproof
Firewall Audits 0 Tufin / FireMon / AlgoSec
Remediation Planning (V] NodeZero
Table Top Exercise Platform Q Immersive Labs
Ransomware Simulation SafeBreach/Pentera/AttackiQ
DATA

Reporting
Import Scans

Q0 QAAQY B, 0000

@

Most Enterprise Vendors

Some Enterprise Vendors

DOCUMENTS & POLICIES

Document Center
Policy Library
Policy Templates

@
V)

Hyperproof/Vanta/Drata
Hyperproof/Vanta/Drata

SecureFrame/Vanta/Drata

ADDITIONAL FEATURES

Jira Integration
ServiceNow Integration
SSO (Okta/Entra/Onelogin)

Webhooks (Slack/Teams/P.Duty)
ZenDesk/AzureDevOps
Multi-Tenant
White Label

QOO0 QRQ_B00

QUQO0000

Tenable/Qualys/Rapid7/Snyk
Qualys/Rapid7/Tenable/Claroty
Most enterprise vendors
Rapid7/Qualys/Tenable
Rapid7/Checkmarx/Snyk
Some Enterprise Vendors

Tufin/ComplyAssistant/Indusface
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